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EXECUTIVESSUMMARY

Thell TEN-340 workl programmel included thell presentationl ofl TEN-3410 atll all finall programme
conference.lThellProjectlOfficerlhadlproposedithatlalpresentationlonl TEN-340shouldibelgivenlatla
conferencelplannediforlFebruaryl1999.0AslthislconferencelisinowlplannedlasithellaunchloflthelFifth
FrameworkIProgramme, ITEN-340willInotlbelpresented.Nonetheless,ITEN-340hasIbeenlpresentedlat
manylconferenceslandlexhibitionslthroughoutlithellifetimeloflthelproject.0AslagreediwithithelProject
Officer,lthisIdeliverablellisibasedlonlearlierpresentationslofl TEN-34 0ItDalsolprovideslanloverview
oflthellpromotionallactivitieslundertakenlinlthelproject.



1. INTRODUCTION

TEN-340haslbeenlpresentedlatlmanylconferenceslandleventsiduringlitsilifetime.0 Variousdpapers
havel beenl publishedl givingll anl overviewl ofll thell project,] highlightingl technicall activities,] and
focussingll onl policylissues.l Althoughl partl ofll thell projectl workl programme,l all finall programme
conferencelpaperlhasinotlbeenlproducedlisinceltheleventiforeseenlforlthelpresentationiwilllnowlbe
usedl asll thell Fifthl Frameworkl Programmell launchl event.l This0 deliverablel thereforell providesl an
examplel ofll anll overviewl paperll andl all technicall paper,] andl reviewsl thell promotionall and
disseminationlactivitieslundertakenlbylthelproject.

2.  SAMPLEIPAPERS

Appendix010providesfalsampleloflalpaperligivinglanfoverviewloflTEN-34landlthelfutureloflEuropean
researchinetworking. ['ThislarticlelwasOwrittenlbylCathrindStéverloflD ANTEIforflaxis 1TheTUCISA

JournalloflAcademiclComputinglandlInformationdSystems,JlandlappearedlindVolumel4 ,0Numberl4
1997.

Appendix0 20 providesl all samplell ofll all technicall paperl documenting(l thell trafficl measurement and
monitoringl facilitieslimplementedlinl TEN-34.0 Thell paperll wasl presented0 atl thell Interworkingll 98
ConferencellinlOttawallin0Julyl98 JandlagainlatltheICCIRNIMeasurementlWorkinglGrouplmeeting
whichwaslhelddduringlINETI98linIGenevall(2 1-240Julyl1998).

3. TEN-34IPROMOTIONALIACTIVITIES

Sincellitslinceptiond thel TEN-340 projectlandl thel TEN-340networkl havell beenl presentedl atl many
conferenceslandleventslandlindalnumberloflipresslarticles;IpapersionlTEN-340havelbeenlincludedlin
conferencelproceedingsiasiwelllaslinl DANTENin0 Print.0VariousObrochureslandlleafletslhavelbeen
producediforlldistributionlatlexhibitionsl wherel TEN-340waslrepresentedlatlalstand,Jandlinlmany
casesll demonstrations werell alsoll given.l Al listl ofll thell TEN-340 promotionall andl dissemination
activitieslisigivenlbelow.

Brochures/leaflets:

o] TEN-340-1ThelInformationlSuperhighwaylforlEuropeaniResearchers,140pagesi A-4,0A-20size
maplonltheback,ISeptemberl1996.

o] ThelTEN-340Network,Itwolpagel A-40leafletldescribingdthelimplementationloflthelnetwork,
Novemberll1996.

o] TEN-340TF-TEN:0Testinglofl Advancedl ATMITechnology,lonellpagell A-40leafletllistinglthe
plannedlA TMtestslaslpartlofltheTTEN-340Project,INovemberl1996.

o] TF-TEN:NAdvancedlATMITestinglonlalEuropeanlScale,laltwolpagelleafletlsummarisinglithe
resultsloflthellexperimentsiconducted,MMay01997.

o] TEN-340-ICreatinglthellinformationihighwaylforlIEuropeaniresearchers,l110pagelA4,INovember
1997 fhandoutlforlEITCIConference, [Brussels.

o] TEN-340-01Lookingl Ahead...,0 10pagel A4,1Novemberll 1997 0 handoutl forl EITCO Conference,
Brussels.

o] TEN-340-{CreatinglthellinformationlhighwaylforlEuropeanlresearchers,l10pagel A4,IFebruary
1998 fhandoutlforlTAPIConference,[Barcelona

o] TEN-340-0Transitiond Ahead...,0 10 pagel A4,0Februaryl 1998,0 handoutl forl TAPO Conference,
Barcelona

o] TEN-340-1Remotel datal lensesl forll visualisation,l 20 pagesl A4l withd images,0 Februaryll 1998,
handoutliforlTAPIConference [Barcelona
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ol TEN-340-0TF-TEN:D ATMI Experiments,0 20 pagesl A4,0 Februaryl 1998,0 handoutl forl TAP
Conference,Barcelona

0

Presslireleases:

UsomelURLsmaylnollongeribelvalid)

o] TEN-340Consortium:0 towardsl al realll Superhighwayl forl Europeanl Research,0 160 Mayll 1995
http://www.dante.net/ten-34/ten34-pr.html

o] ECO Contractl forl TEN-340 Breakthroughl inl Europeanl Networking,l 170 Mayl 1996
http://www.dante.net/ten-34/contract/english.htm

ol Launchl TEN-340Network:0 Al Milestonell inll Europeanl Researchl Networking,0 200 Mayll 1997
http://www.dante.net/ten-34/launch/launch-pr.html

o] LeadinglSixOlaunchlPan-EuropeanlATMIAcademicINetwork,IBTI(onlbehalflofIlFUDI),12 1IMay
1997,
http://www.dante.net/ten-34/launch/BT-pr.html

o]  UnisourcellauncheslthelfirstiPan-Europeanlinternetiserviceslplatform,lUnisource,[200May
1997
http://www.dante.net/ten-34/launch/Unisource-pr

0

R rticleslinthelPress:

o] 'CreatinglEurope'siR&DIVirtuallLaboratoryTinlthellnformationiSocietylNewsletterll(News
fromlthelEC'slInformationlSocietylProjectlOffice)
http://www.ispo.cec.be/ispo/newsletter/ISPOJUNE97/ISPOJUNEOS.html

o[ 'Internet2:MTrafficlmoveslintolthelfastllaneTFinanciallTimes,19Wulyll 997bylRichard
Poynder,lp.10
http://www.ft.com

ol 'USAlshouldifundihalfftransatlanticllinks'TbylAlisonlAbbottl&IColinlMacilwain,[Nature,
17Wulyd1997
http://www.nature.com

o] 'TEN-340-BuildingfthellinformationthighwaylforlEuropeanliresearchersTbylHowardIDavieslin
HowftolbenefitlfromlthellnformationlSociety,IPublicationfofIECIDGXIII,IOctober1997

o] 'TEN-340andithelcommerciallrealitiesloflthelnextlgenerationiResearchllnternet' d0DailDavies,
ERCIMINewsletter,10ctober11997

o] 'TEN-34:IlmplementingithelNetwork';iMichaellBehringer, IJERCIMINewsImagazine,lOctober
1997

o] 'TEN-34,0thel newl highll speedl pan-Europeanl researchll backbone',0 Michaell Behringerl and
JosefiendBersee,lsubmitteditolConneXions,IthellnteroperabilitylReport

o] 'TEN-340andithelFutureloflEuropeaniResearchiNetworkingTbylCathrinIStoverlinlaxisi-IThe
UCISAlJournallofl Academicl Computinglandl Informationd Systems,] Volumel4,]1 Numberl4
1997

o[ 'SchnelleresiNetzlfiitIEuropalbylCathriniStoverlinDDFNIMitteilungeni46,0Marchi1 998

o] 'TEN-34TEntrylinfPROSOMAIBookI(ESPRITIProgramme),lJunell 998

o] 'TEN-340 - Trans-Europeand Networkl atl 340 Mbps'D byl Cathrinl Stoverd inl Towardsl the

KnowledgelSociety,IPublicationfofIECIDGXIII,IAugustli1998
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TEN-34:0Ein0Breitbandnetzlfiirl Europdischel Forschung,0Dail Davies,1CeBIT,lHannover,
Marchl1996
TEN-34:0A34IMbit/slnfrastructurelforiEuropeaniResearch*IDailDavies,JATMIEuropel96,
alconferencelorganisedibylATMIPerspectives,l19-2 1IMarchi1 996linIParis,IFrance

TEN-34,0 Progressi onl Highll Speedl Networkingll inl Europe,[l Howardl Davies,l 7thl Joint
EuropeaniNetworkingliConference,l13-160Mayll1 996linIBudapest,]Hungary

TEN-341andl JAMES:1 Technicall Plans*,0 Michaell Behringer,0 Preparedl (notl selectedl for
presentation)Iforl7thlJointlEuropeaniNetworkinglConference,113-160Mayl19960inIBudapest,
Hungary
TEN-340-0ProgresslonlHighlSpeedlNetworkinglinlEurope,1DailDavies,1Junel1996,0ESnet
Conference,lElba

ATMU andl thel Internetl -0 Al Servicel Providerl Perspective®,[ Michaell Behringer,0 ATMI -
DevelopinglithelBroadbandiFuturell 9960Conference,12-400ulyl1 996,Paris,IFrance.

Trans-Europeanl Networkll Interconnectl atl 340 Mbps,0 Davidl Hartley,l Meetingll ofll the
EuropeaniNetworkingPolicylGroup,iStockholm,[Septemberll1996

TEN-340andIDANTE,IMarialPallares, JINFNINetworkIW orkshop,l1400ctoberll1996,ICatania,
Italy

Thel Challengesl ofll buildingl thel pan-Europeanl Optoroutel forl Research®,1 Daill Davies,
Optoroute'96,IGrenoble,l11600ctoberll1996

Buildinglthel pan-Europeanlinformationlsuperhighway(l forliresearch,l Dail Davies,l Asia-
PacificlAdvancedNetworkI( APAN)IW orkshop,[Tokyo,Wapan,i8INovemberl1996

BroadbandiT elematicsUnfrastructure,lDavidlHartley [FirstlAnnuallConcertationiMeetinglof
thelTelematicslApplicationlProgramme,12-3[Decemberl1 996

ThellmplementationlofiT EN-34* [MichaellBehringer, UENCI8,012-15IMayl1997 [Edinburgh,
Scotland

TEN-34HowardlDavies,WENCI8,012-150Mayl1997 [Edinburgh,iScotland
ExperimentsiforiAdvancedlBackbonelServices* IMichaellBehringer,JJENCI8,012-150May
1997 [IEdinburgh,[Scotland

ATMUExperiments(foriAdvancedlBackbonelServices* [MichaellBehringer, ] INET'97,0June
1997 IKualalLumpur,iMalaysia

TEN-34:0 Thel Trans-Europeanl IP0 Backbone;l M.H.Behringer;0 19970 Proceedingsl 39th
IETF,MMunich,lAugustl1997

TEN-340andl thel Futurel ofl Europeanl Researchl Networking;1 M.H.Behringer,l Eurolnfo
Conference,I/Warsaw,IPL,INovemberll1997

TEN-341-0Trans0EuropeaniBroadbandiNetworks 1DailDavies,ITrans-EuropeaniBroadband
NetworksConference,[lLondon,IDecemberll1997

TEN-3410 -0 Thell Europeanl Telecommunicationsl Challenge,l Daill Davies,l Thell Global
TelecomsIR &DISummit,lLondon,[Decemberl1997

TEN-34,ITEN-155landiQUANTUM HowardlDavies,lAthens,lJanuaryl1998

Trans-EuropeanlResearchINetworks IDailDavies,INavigationlandlCommunicationlServices,
TAPIConference,[Barcelona,0Februaryl1 998

Policyl andl Planningl ofl Internationall Internetl Connections*] Howardl Davies,
EuroMedNet,[INikosia,lICyprus,iMarchl1998 IDANTENinIPRINTINo.31,0Cambridge,iMarch
1998

Interl NRNUtrafficUstatisticslonl TEN-34 1Robertoll Sabatinol -1DANTEID,linl proceedingsl of
Networkshop26,lUniversityloflAberdeenl(UK),IMarch/Aprill1 998-12-16

Thel Europeani Networkl Providerslinlthel Eral ofil Liberalisation ] Dail Davies,] European
NetworkinglPolicylGroup,IVienna,lIAprill1998



ol Thell TEN-340 Mbonel Pilot*,1 Janl Novak,l Robertoll Sabatino,0] DANTEI inl PRINTU No.l 36
Cambridge,I0ctober1998

o[ Trafficl Accountingl Usingll Netflowl andl Cflowd* [ Robertoll Sabatino,l atl 4thll International
SymposiumlonlInterworking,0Ottawa,lCanada,lJulyl1998 Jandlatlthel CCIRNIMeasurement
WorkinglGrouptheldiduringlINETI'98,0Geneva,Wulyll1998.

0

BTitlesimarkediwithlanfasterisklarelavailablelinlDANTEUin0Print
0

WEN-340materialsiwereldistributedlafthelfollowinglevents

o] EITClConference [Brussels,INovemberl1997

o0 TAPIConference,[Barcelona,JFebruarylll1998

ol INETD98lexhibition,Geneva,Julyl1998

o] TERENAINetworkinglConference,[Dresden,IOctoberl1998 IwithldemoloflthelTEN-34lreal-time
networkImap.

o[ UKD Informationd Daylforl UKOBusinesslinl ECO projectsl (Telematics,[ Esprit,0 ACTS),0 London,
Octoberl11998.

0

TEN-340wasluseditodsupportithelparticipantsITerminallRoom0andithelexhibitorslatlthelIINETI'98

conferencelandlthelprecedingiworkshopsi(14-23Mulyl1998).

0

UpdateslonITEN-340appearediregularlylonlthelTEN-340weblpageslandliniTheIW orkslofIDANTE,la

bi-monthlyle-maillnewsletter.

0

GENERALIREFERENCES

o TEN-34lhomelpage:l http://www.dante.net/ten-34

o] TF-TENOhomelpage: http://www.dante.net/ten-34/tf-ten

o[ TEN-340publicldeliverables: http://www.dante.net/ten-34/DELIVERABLES/
o] TEN-340progress: http://www.dante.net/ten-34/progress.html

o[ ThelWorkslofiIDANTE: http://www.dante.net/pubs/works.html

ol DANTEUNNMNIPRINT: http://www.dante.net/pubs/dip.html

o] DANTEIAnnuallReports: http://www.dante.net/pubs/ar.html
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APPENDIX11

TEN-340landlthelfutureloflEuropeaniResearchiNetworking

Thellastldecadelhasiwitnessedlanllincreasingldemandlforlon-linelcommunicationlbetweenlmembers
oflithelEuropeaniiresearchlcommunity.lInlthelWesternlEuropeaninations,inationallresearchinetworks
havelbeenlsetlupltolsatisfyltheldemandlforlrapidlexchangel oflinformationlInationally.lHowever,
high-bandwidthlconnectivitylonlalEuropeanllevellwasimissingliforfallongltime.

In019930DANTEIwaslestablishedlbylalnumberllofinationallresearchlnetworksltolco-ordinateland
managelthelcreationlofllalhigh-speedl pan-Europeanldconnectivitylforliresearchlpurposes.l Thelfirst
steplinOthisIprocessiwaslthelbuildingloflEuropaNETI(1992-1997),0whichlconnectedd 180European
networkslandlofferedloverseasiconnectivityltolJapanlanditheIUSA.

Sincel Springll 1997,0 thel Nationall Researchll Networksl havell beenl migratingl toll thell EuropaNET
successor,l TEN-34 [thel Transl EuropeaniNetworklatl340Mbps,0whichl waslofficiallyllaunchedlin
Mayl1997.0Todayl TEN-34linterconnectsithelNationallResearchiNetworksloflallltheTEUIMember
StateslandlalsoloflithelCzechlIRepublic,[lHungary,INorway 0SlovenialandiSwitzerland ITEN-340also
offersiresearchersidirectlconnectivityltolthelUnitedIStates.ID ANTEImanagesitheITEN-34Inetwork
andlisico-ordinatinglpartnerinitheTTEN-340consortium.

Thel TEN-340 networkD topologyll (seell networkl map:0 http://www.dante.net/ten-34/ten34net.gif)
presentslitselfll consistingl ofll twol subnetworks:0 onell and IP0 (Internetl Protocol )l subnetworkl runl by
UnisourcellconnectinglGermany,IithelNetherlands,IthelNordicIcountries,ISpain,ISwitzerlandlandlthe
UKU0atl220Mbps.l Thell secondl subnetworkl isl basedl onl ATMI VPO (Asynchronousl Transferl Mode
Virtuall Path)D technologyll andl linksl Austria, thel Czechl Republic,l France,l Germany,l Greece,
Hungary,ltaly,lLuxembourg,1Slovenia,lSwitzerlandlandlthelUK.0Theltwolnetworkslarelunitedlat
interconnectionl pointsl ind Geneva,] Frankfurtl andl London.0 Al Transatlanticl linell from0 Frankfurt
connectsITEN-34ltolthelUnitedlStates.

InOthelpastithreelmonths,IthelperformanceloflTEN-34lindtermsloflavailabilitylhasIbeenlverylgood.
Withlonel orltwolexceptions,laccessl portlavailabilitylandllinel availabilitylhasObeenl greaterll than
99% OLinelloadslonlthel ATMIOVPsideloflithelnetworklrangelbetweenl20-70%0duringlthelbusiest
periodslexceptlbetweenlParislandlLondonIwherelllinelloadslarelapproachingl90%.0However,lwith
theselloads,IpacketllosslisOveryllowlandlTEN-340addslveryllittlelperformancelloverheadltolend-to-
endlconnectionsibetweenlusers.

Thereforelthelbenefitsloflalhigh-speedlEuropeaniresearchibackbonelarelobvious.0Forlithelfirsttime
inlEuropeanthistory,[Europeaniresearchersihavelthelmeansiforlproperilcommunication.iTheylarellno
longerlldependentlondthelpubliclInternetlandlalllitsldownsidesOstartinglfromlhavingitolsharellines
withl thousandsl ofll privatel usersl toll lackl ofll Qualityl ofll Service.l Forl thel firstd timel scientistsl can
transferll largel filesl orll databasesl froml onell sitell ol Universityl tol thell other,0 evend duringl thell day
withoutlanylmajorlpacketllosslorlldelay.0Forlthelfirstitimeltheylcanlfollowlexperimentslatlpartner
sitesifromOtheirlownllaboratorylorItheylcanlrunlinteractivelremotelapplications.0Indshort,Itheylcan
communicate.

Copyloflarticlelfromlaxis
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Economiclrealities

SoliffiweltakelallooklatithelachievementsloflTEN-340today OwelseelthatlitThaslprovidedlalverylgood
pan-Europeanl coveragel tol supportl thel Europeanlresearchll community.0 Accessesl tol TEN-340are
runninglatluplitol450Mbps.IHowever,Otherelremainslalsignificantlbandwidthlgaplbetweenlwhatllis
availableltolindividuallinstitutionsithatlarelconnectedltolthelNationallResearchINetworks,ltypically
atll1550Mbpslandithelmaximumiaccessispeeditol TEN-340atl450Mbps.0ThusITEN-340islundersized
forllaltruelpan-Europeaninetworkltolsupport,iforflexample,Imulti-medialapplications.IThislbandwidth
gapl betweenl whatll is0 availablell nationallyl andd whatll is0 achievablell onl all pan-Europeanl basis,
representslalsignificantlinhibitorltolalhomogeneouslitrans-Europeanibroadbandinetwork.

FromD alltechnologyll pointl ofll view,0] bandwidthl shouldl notd bell all significantl problem.0 Thel current
capacityl ofll thell fibrell opticl systemsl andl predictablel developmentsl ind thell areall ofl wavelength
multiplexing,] alll implyl thatl thisl buildingl blockl forll broadbandl networksl shouldl notl actll asl an
inhibitor.0 Thel currentl monopolisticl environmentl inl thell Europeanl telecommunicationsl market
buildslcertainlylcommerciallandlperhapsitolanlextent,Iregulatorylroadblockslthatlpreventicustomers
fromlobtaininglsuchlbandwidths.

TEN-34lislanlexpensivelproject.0Thelannuallcostloflithelnetworklislaboutt4OIM ECU.IForfithislreason
DANTEhasImadellimiteddcommitmentsfuntillJulyl1998.0Welarelcurrentlylworkinglonlalsuccessor
activitylunderthelprojectinamelQUANTUM.0WelbelievelthatlwithinlIQUANTUMIwelwilllbelable
tol obtainl muchl morel cost-basedl prices.l However,l therel willl bel all considerablel variationlinl the
deregulationlactivitieslofleachlEuropeaninationlwhichOmightlleaditolanlevenlgreaterldistortionlof
thellcost-structurelfornationallconnectivitylinlEurope .[EventuallylthelliberalisationloflithelEuropean
telecommunicationsl marketl willl leadl tol anl improvementl ofll thell commerciall position,l butl this
improvementlIwilllbelgraduallandipatchyflinitermslofligeographiclcoverage.

Alchoicelofltwoltechnologies

ThelInternetlislbecominglalpersuasivelpartloflitheltelecommunicationsworld.0Therelis,Thowever,
muchlconfusionbetweenlInternetlroutingltechnologylandithelserviceslthatlcanIbelbuiltlusinglthis
technology.l Internetl routingl technologyl hasl historicallyl beenl suppliedl byll twoll dominantl US
suppliersfanditheirldominanceloflthelmarketlhasimeantlthatlde-factolstandardisationlhasIbeenlquick
andleffectivelindwhatflis,finftelecommunicationsfterms,lalirelativelylprimitiveltechnology.

Internetlserviceslrepresentlalmuchimorellcomplicatedlpicture.0fTheloriginslofllnternetiservicesllielin
thelresearchlcommunity.0Unlikel mostltelecommunicationsldevelopmentlwhichlhaslderivedlfrom
thelslowltechnicallco-operationloflmonopolists,ithellnternetlhasldemonstratedithatlitlisIpossiblelto
beltechnicallyllinnovativelatlalpacelassociatediwithIthelcomputerllindustry.IThellnternetThaslhad,lin
itsishortllife,ltwolmajorladvantagesloverltraditionalltelecommunicationslservices.lIthhasIneverhad
tolifaceleconomiclrealitylinfthelsenselthatltheldevelopmentlhasibeenlpaidibylcontinuousigovernment
funding.0 Secondly [ itl hasl neverl hadl toll providel Qualityll ofll Service.l Nowl withl hugell growth,
continuinglandlaugmentingldemandlandlincreasinglcomplaintslaboutlquality,lthelissueloflcostican
nolllongeribellignored.

In0 contrastl ATMIO (Asynchronousl Transferl Mode)l isl al technologyl ofll thel traditional
telecommunications'l world. ATMIdevelopmentsl havel beenlunderwayl forll atll leastl fifteenl years.
MuchleffortThaslbeenldevoteditolstandardisationlindtheltraditionallmonopolistiforalandlvialmore
informallroutesisuchlaslthel ATMiforumibut,levenlind1997 ITEN-340hasldemonstratedithattATM
switchedlconnectionsiwithlpre-definediQualitylofiServicelremainlanlelusiveldream.IA gainltherellisla
significantldifferencelbetweenltechnologylandlservice.l ATMIOtechnologylisl providedibylalmuch
largerfl groupl ofll suppliers,l whol doll notl havell thell advantagell ofll all quasi-monopolyll powerl ofll the
Internetitechnologylsuppliers.IATMIsuppliersiservicelalworldIbuiltlonltheltraditionlofldefiningland
providinglservicellinlalmonopolylenvironment.IThelabilitylofithoseldevelopinglATMitechnologylto

Copyloflarticlelfromlaxis
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understandl thel servicelrequirementslofll theldiversell groupl ofiservicel providersd willl bel ofll prime
importancelforlthelfuture.

Internetltechnologylmayllbelal verylcostleffectivel wayl ofll providingQteleshoppinglandllowl grade
entertainmentlofferingltheInetworkingllequivalentloflcommercialltelevision,ObutlifllitlisOtolformithe
basislofllalseriousinextlgenerationdnetworkingltechnologylsupportinglrealltimelapplicationslinlthe
commerciallmarketplace,litiwilllhaveltolmovelawaylfromIthellowestlcommonldenominatorlservice
qualityltolofferinglreallandlpredictablel Qualitylofi Service.l Thelchallengelfroml ATMIOwhichlhas
lackedOtheltechnicallinnovativenesslandlspeedloflldevelopmentloflithelInternetlwilllbecomelmore
apparentlasiInternetlroutinglitechnologyl seeksl tol movel from0al primitivel butl costleffectivel data
technologyltolmainstreamltelecommunicationsserviceltechnology.ltlislalbattlelbetweenlmonopoly
providersfofliservicelandl monopolyl providerslofli technology.l Thel Europeanlresearchl community
willlplaylanlimportantlrolellinldeterminingdwholwillowindthisObattle.lInterestinglylthelbattlelisOtruly
global,Osince,IwhilstlthelcentrelofigravitylofiInternetltechnologylisitheTUS A ,JATM0technologylis
world-wide.

ImplicationsiforithelnextigenerationloflEuropeaniresearchinetworking

Thel growthl ofl Internetl technologyl andD itsl increasingll importancel asl all mainstream
telecommunicationsltechnologylwilllleaditolalmuchImorelcommerciallapproachitolthelprovisionlof
Internetlservices.IThelresearchdcommunitylhashitolbelverylcarefulltolensurelthatlalresearchinetwork,
particularlyl anlinternationall researchl networkld remainsl atl thell forefrontl ofl availablel technology.
InterchangellwithlthelcommerciallworldslislindeedInecessarylbutlthisimustinotlbelallowedltoldilute
thellfocuslofliresearchlnetworking.IResearchinetworkingllislaboutllexploitingltechnologyllindadvance
oflthatiwhichlthelmarketplacelcanloffer.IResearchinetworksImustlplaylthelvitallrolellindactinglaslithe
bridgelbetweenldevelopmentlandlthelmarketlplace.0Thislvitallrolelprecludeslalsimplelcustomer-
supplierlrelationshipOforlservice.lThusiwelcanlprovidelthelbestlservicelforlthelEuropeanlresearch
community,lwhileldevelopinglthelnetworkltechnologylitselfltowardslthel fulfilmentlofl European
researcherslrequirements.

Forfifurtherflinformation,Ipleasellcontact:

DANTED

FrancislHouse
1120HillsIRoad

Cambridge

CB201PQ

UK

Tel:+44012230302992
Fax:1+4401223103005
e-mail:ldante @dante.org.uk
http://www.dante.net
http://www.dante.net/ten-34
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APPENDIX12

TrafficlAccountinglUsingNetflowlandICflowd

ROBERTOISABATINO

ABSTRACT
Thelavailabilinlofitrafficlstatisticsiserveslseverallpurposeslamongsflwhichlaccountingland
charging.1 1 Froml all purelyl technicall poinfl ofl viewl theirl availabilityll is0 anll excellent
prerequisitellforinetworkilplanning INetworkltopologiesliolroutinglplansicanlbelreadaptedito
matchlthelactualttrafficlflowslonlylifitheselarelwelllknownbandlunderstood.

Inlthislpaperithel authorldiscusseslwhatl hasl beenl donellinlthel TEN-340networkl (thel pan-
Europeanlresearchlnetwork)itolobtainltrafficlflowsUstatisticslusingnetflowlandicflowd.0Alset
oflwebltoolsldevelopedibylthelauthorlofithisipaper,0ofisimpleldesignl andlstraightforward
understanding,[provideslaccesstolthelstatisticsiproduced.
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1.JINTRODUCTION

ThelTEN-340consortiumiwaslsetluplbylalsetlofllEuropeaniNationallResearchINetworksI(NRNs)lin
orderll toll providel all pan-Europeanl networkl infrastructurell forl researchl DANTED isl co-ordinating
partnerll oflithel consortiuml andl asll suchl hasl thell tasks,l amongstl others,l ofll networkl planningl and
proposinglroutinglstrategies.l Inlorderltolcarryloutltheseltaskslefficientlylitlisinecessaryltolhave
accessl toltrafficlstatistics.0 Thisl paperll describesl inl detaill thell projectl carriedl outl byd DANTED to
producelsuchlstatistics.

ThellinterestlisImainlylindtrafficlbetweenlmanagementldomains,linlthelTEN-340specificlcommunity
betweenltheINRNslandlcommerciallpeersiofitheITEN-34network.IForllexample,litlislimportantlto
knowlhowImuch[trafficlislexchangedibetweenIDFNI(DE)landINORDUNETU(SE).MInfadditionftolthis
itl wouldd bell veryl usefull tol knowll whatl kindl ofl trafficli.e.0 whatl applications (web,Imail Otelnet,
news...)larellbeinglusedibetweenltwoINRNs.IThislinformationImaylbellesslusefullforplanningland
routinglpurposesibutliticanibelverylusefullforlicharginglpurposes.dltlisitechnicallylpossiblelitolobtain
thislinformation,l butl thell effortsl werell focusedl onl obtainingll trafficl volumel statisticsO whichl are
equallylvalidiforicharginglandTnetworklplanning.

Thelbuildinglblocksloflithelprojectlarelnetflowlandlcflowdi[2]0thatlhavelbeenlcomplementedibyla
setlofltoolslandlprogramsidevelopedibylthelauthorloflthislpaper.

1.1INETFLOW

NetflowlwaslinitiallyldevelopedIbylICiscolinlitsTQoSIprogram.[tlislalswitchinglmethodlthatMallows
morelefficientlswitchingloflipacketslaccordinglitoltheltypelofipacketd.

Thelconceptlofllalflowlislintroduced.lAlflowllislanllPlcommunicationlbetweenlalpairflidentifiedlbylan
IPladdresslandlalportinumberTWhenlalpacketlbetweenlalpairllisinoticedIforlthelfirstitimelonlalrouter
alflowlstructurelisfinitialised0andlcontainslalllthelinformationlregardinglthatlflow,li.e.Dnumberllof
bytesl exchanged,l IP0 addresses,l portl numbers,l ASO numbersl etc.l ofll bothld thell sourcell andl the
destinationloflalpacket.lIEachlpacketloflithatlflowlwilllcontributeltolthelbytelcountlandpacketicount
oflthelflowlstructure.

Ciscolladdedithelfunctionalityltolexportlithisidata,Mandlsoftwarelhasibeenldevelopeditolcollect,Istore
andlanalyselthislinformation.INetflowldatallinMproductionlrouterslislexportedicontinuouslylatlalrate
oftupltoI800IK bpslinltheITEN-34network.MTheldataloflalflowlstructurelislexportedioncellitTex pires,
orflafterflaltime-outlofl300minutes.

1.20CFLOWD

CflowdlIwasldevelopedibylANSOtolcollectlandilanalyselthellinformationlavailablelfromInetflow .01t
allowslthelluserltolstorelthelinformationlandilenableslseverallviewslonltheldata.lItDproducesiport
matrices,] ASI matrices,l networkl matricesl andl purell flowl structures.0 Thell amountl ofll datal stored
dependslonlthelconfigurationl ofl cflowdlandl variesl froml all fewl hundredd Kbytesl tol hundredsl of
Mbyteslinlonelday.OForltheMpurposeslofithelprojectithelchoicelwasltolstorelASImatrixlinformation
whichlalsolturnsioutltolbelthelsmallestlconsumerllofldisklspace.l ASImatriceslsimplylcontainlfor
eachlpairloflA Seslthelnumberloflpacketslandlbyteslexchanged.

1.30POST-PROCESSING

Asllpreviouslylmentioned,dthel ASImatriceslasiiproducedibylcflowdIneeditolbel post-processedlin
orderltolproducelreadableldata.0Programslandlscriptsithatireadlanl ASOmatrixOproducedibylcflowd
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havellbeenlldevelopedIforlthisIpurpose.l Theloutputlofithesel programslallowsltheluserltol produce
NRNItoINRNTtrafficlmatricesforligraphs.

ThelmatricesproducedicanicontainlthellvolumelofltrafficlbetweenlpairslofNR Nslonlaldailyllaverage
basis,l hourlyll averagel orll daytimell averagel (100 workingl hours).0 Theyl canl alsol bell producedl on
monthlyl daytimell averagel orll monthlyl dailyll0 average.l Thel graphsl showl thell changesl in[ traffic
patternsibetweenINRNslonlanlhourly,ldaytimeloridailylbasis.

Thelmatriceslandlthelgraphsihavelbeenlextremelyllusefullinldetectingltrafficlchangeslandlhave
helpedithelTEN-340partnersiplanfupgradesiandiroutingimodifications.

2.0DESIGN

Thellobjectiveloflithelprojectiwasltolprovidelinter-NRN0Otrafficlstatistics,Jwhichdnoltechnologylor
softwarellalonellislcapableloflprovidingltodaylandlithelchallengelwasltoldesignlthelprojectlindsuchla
waylthatlitiwouldImakelthelbestlpossibleluseloficurrentlylavailableltechnologylandIpublicldomain
softwarellanditolcomplementltheselwithlalsetloflin-houseldevelopeditoolslorfprograms.

Aslpreviouslylmentioned,lthelimplementationdoflthelsystemlisIbasedlonlnetflowlv50andilcflowd.
ThisOchoicelwasldictateddfromlthelfactlthatlthel TEN-340networkDislentirelylcomposedlofi Cisco
routersfandinetflowlvSlisladwelllestablisheditechnology OproprietaryltodCisco.lMoreover,Icflowdlhas
beendwrittenl byl ANSOspecificallyltolcollect,lprocesslandlstorelnetflowldatalind variouslformats,
amongstiwhichlA SImatrixfformat.[Thislleaditolthelfollowingltopllevelldesignidecisions:

- enablelnetflowlonlallITEN-340borderlrouters;
- collectnetflowldatalonIworkstationsidirectlylconnectedltolthelroutersiwithicflowd;
performicentralisedlpostiprocessingloflitheldata.

netflow vo data
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AS-HRON AT o34 et SOL 26 raw A3 matrice
: 1 3ME,
105 111 {12)CA \'2

Figure.l10PoPlset-upli(AT)

Y a— M & niries

a5 2107 E

CH DE-2

Figurel 1 OillustrateslanlexamplelPoPOset-up.00 Netflowlislenableddonlalll ofl theDd TEN-340router’s
interfaces.l Thel netflowl datall is0 exported0 tol thell locallyll connectedl workstation.l Thell amountd of
trafficlgeneratedlbylOnetflowlisIproportionalltolthelamountlofitrafficlthatlflowslthroughlthelrouter
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and0 variesl from 4000 Kbpsl toll 1.30 Mbps.l Thel cflowdl processl runningll onl thell workstation[ is
configuredtolproducelASImatrices.IDependinglonlthelset-uplofinetflow,Iwhichlcanligeneratelorigin
ASlorlpeerlASOinformation,lthelsizeloflithelASImatrixOwilllvary.0GivenlthelASOset-uplofl TEN-34
therellwaslonlyltheloptiontolconfigurelnetflowltolgenerateloriginlASlinformation.

BothloriginlandlpeerlASOinformationlhavelprosilandicons.0PeerlASOinformationlresultslinlandAS
matrixOwithOverylfewlentrieslIbutldoesn’ tlallowlanlinldepthlanalysisloflitheltraffic,i0whereaslthe
oppositellisitruelwithloriginl ASOinformation.0ItI0hasdtodbelsaid,Jthough,IthatlithelsystemOthatlhas
beenl developedl doesl notll currentlyl exploitl thel morel inll depthl analysisl capabilitiesd whichl are
providedibylhavingloriginlASlinformation,lthisfislaltopiclforlifurtheridevelopment.

Aslmentioned,lthelchoicelloflorigind ASOwasldictatedlbylthel ASOset-uplofl TEN-34.01fl0peerl AS
informationdwasIchosen,lfromleachllTEN-340routerlithelonlylinformationllextracteddwouldlbelthe
ASIloflithelnext-hopITEN-340router,iwhichlislobviouslyluseless.

Thel sizell ofll and ASI matrix0 generatedd byl cflowdd is0 0 approximatelyl 1.20 Mbytesl andl contains
approximatelyl20KIentries.

Figurel2 Oillustratesthelset-uplofITEN-340withlregarditolthelnetflowlldatalcollection.lEachlrouter
(rectangularll boxes)I sendsl datall toll thell workstationl directlyll connectedD tol itl andD thell ASI matrix
generatedlbylthelcflowdlprocessirunninglonlthelworkstationIwilllcontainlinformationlregardingQall
trafficl transitingl throughl thell correspondingl router.l Onell keyll designl decisionl wasl toll takell into
accountlonly[itrafficlthatllisTtolorlfromioneloflitheINR Nsldirectlylconnectedlitolthelborderlrouterlbeing
analysed.0Withthislapproach,IforlleachlpairlofiINR Nslconnecteditoltwoldifferentiroutersitherelwill
beltwolsourceslofllinformation,lforlinstanceltrafficlfromlJANETI(UK)ItolACONETI(AT)0Iwilllbe
accountediforlonltheluk.ten-34.netlrouterlandlonlthelat.ten-34.netlrouter.IThelsamelinformationiwill
belavailablelonlallltransitiroutersitheltrafficlflowsithroughl(DE,ICH), IbutlthisiwilllnotIbeltakenlinto
account.Moreover,lideallylalllsourceslofllilinformationfoflthelsamelitrafficlshouldideliverfithelsame
results,l butl ind practicell well seell differencesl inll thell orderl ofll 1%,0 whichl isll viewedl asl perfectly
acceptable.lForlithelfinallcalculationdoflitheltrafficlbetweenlthelpairlofiNRNs,Ithelgreaterlvaluelof
theltwolisfused.
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AccountinglofltrafficlbetweenlpairslofINRNsltakeslplacelonlalcentrallprocessinglworkstation.IThe
ASImatriceslareldownlloadediform0ithelPoPIworkstationslandlandalgorithmOthatlconvertsitheD AS
matrix0intol anl NRNI matrix0isl applied.l Thel 0 algorithm0 reliesl onl thel consistencyl ofll thell RIPE
database,lwherelAS-macroslandlAS-listslarelstored.0ThelleffectloflithelalgorithmlisOtolproducelalfile
inlanlintermediatelformatisuitablelforllongltermlstoragelandleasyltolbelprocessedibylthelviewing
toolsl(purgatorio,iseelsectionl3.)

PoP wobotatiore

L |
— -
v v »¥

AS roatrices (Taad
cerﬂﬂpmcess%’
i 7

¢ A5 roafrices (Taw)

u

FEE 1273 102340 :TEF 1
F56 3501 31234

1275 756 @ 1562 /¢ $5 matmces (tex)

STEF 2
J o [
ntemaediate fles | 1o ET G ARR 5732
—_ GARR TANET 2345
_]:E;EB TOOLS (purzatri)
SRP;‘P/I:IJSM 1MATRICES
Figure3.MDatalflow

Figurel3.0showslhowlthelldatalisIprocessedlandithelpathifromIASImatriceslonithelPoPiworkstations
tollintermediatelitrafficlfileslireadibylthelpurgatoriolsystem.

3.JPURGATORIO:[THEIUSERINTERFACE

Purgatoriolisithelcollectionloflweblpagesiandlcgilscriptsithatlinterfacesltheluserlitoltheldataland
allowsldifferentlviewslofltheldata.0Thelfirstllquestionlthatlariseslisiwhyldidiwelcallliflpurgatorio?.
RecallithatIthelnameloflourlcompanylisIDANTE JandlthelfirstIstatisticallpackagelweldeveloped
waslcalledlinfernol-Ihenceltherelwaslonlylonelchoicelforfithelnameloflithelnextlgenerationlstatistics
package.

Twoldifferentlviewslofltheldatallarelpossible:

- trafficlmatricesi(fulllorlper-NRN);
- trafficlgraphs.
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WhenlchoosinglthellviewlvialaltrafficlmatrixOtheTusermaylselect:
- daytimell(businessthours)laveragelofllalgivenlday
-R40hMaverageloflalgiveniday
-Imonthlyl(businesslor24lhour)laverage

-Thourlyllaverage

whereaslwhenlselectinglthelviewlvialalgraphltheluserlmaylselect:

- daytimell(businessthours)laverageloverlalselectedirangelofidays;

- 24hTaverageloverlalselectedirangelofidays;
hourlylaveragelofilalselectediday.

DANTE NETFLOW STATISTICS VISUALISER

Traffic matrices visualisation

| Hourly NRN traffic matrix | ASCIL

. | 970410 | I I
Day ] lour Threshald : Highlight :

(Drefault is _1r.'.rwr1’rr},} {Defanlt is current hour) H'J{ ,frun'.f 0. 2Mbps) { Default=3 5Mbps)
REA DME!

NEN to NRN traffic graphs

Please select a type:

—START END
D{de)aphs 1§ toda
Hdeyaphs ~[Bpay: [ Y DAY: I :

README! e { Defaudr is yesterday. ) {Drefoude s vesterday)
Graph | Ciraph 2 Giraph 3 [’Irr{p.l't 4

From: || CERN = | ce = | choosenen ¢ [ choose nr

To: m - | UK E} | Choose NRN ::ﬂ | Choose NRN ,ﬁ

Figurel4.0showslthelweblform,lcomposedloflitwolsub-forms.IOnelsub-formlisluseditolgeneratelthe
trafficlmatrices,Ithelotherflisluseditolgenerateltheltrafficlgraphs.

3.10TRAFFICIMATRIXIGENERATION

Whenl generatingllalltrafficl matrix,[ theluserl choosesl whichD kindl ofll matrix0 tol producel (monthly,
daytime,l hourly).0 Thel userll mayl choosell whichl dayll [ (andd hour)l andl mayl specifyl twol tuning
parametersl(thresholdlandlhighlightifields)ithatlhelplthelreadingloflallargelmatrix.0Thelthreshold
fieldlspecifiesltolshowonlylthelcellslthatThavelalvaluelgreaterithanlthellvaluelspecified,Owhilelcells
withlallvaluelgreaterfithanlthelvaluelspecifiedlinlthelhighlightlfieldIwilllbelhighlighted.DForlalmatrix
withImorelthand100rowslandlcolumnsitheseltwolparametersiarelveryluseful.0ThelvalueslinQthelcells
showlthellaverageliratel(inlMbps)lofltrafficlbetweenlthelcorrespondentINRNsllinlthelrowl(source)land
columnii(destination).

Togetherl withl thell matrix,[ anotherl tablell is0 generatedd thatl showsl thel effectl ofll thell twol tuning
parameters:Ithelpercentagelofishowntrafficlandithelpercentageloflhighlighteditraffic.IForlexample
withlalparticularlthresholdlvaluelmanylcellslinlthelfinallmatriximaylbelempty,Ibutlthelpercentagelof
trafficl couldd stilll bel closell toll 100% .0 whichl means( thatl thell main0 sourcesl ofll trafficl havell been
identifiedlandlthereforelthelmatrixOmaylbelinterpretedireliablylandTinetworklplanningldecisionslcan
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belmadelwithlsufficientlconfidenceloflcorrectness.IReducinglthelthresholdlvaluelcouldiresultlinla
matrixOwithifewerlemptylcellsi(whichlleadsltolallesslreadablelmatrix)Ibutiwithlittlelgaininftermsiof
theltotaltrafficlshown.OFigurelS.Ishowslanlexamplelmatrix.

Monthly (24h average)) traffic matrix of 04 / 98

NRMN Matrix: Values are Mbps
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Figurels.

3.2ITRAFFICIGRAPHIGENERATION

TrafficlgraphslarelmainlyluseditolshowlthelevolutionlofltrafficlbetweenlpairslofINRNsloverlgiven
periods.0IThelhourlylgraphsishowlthelevolutionlofitrafficloverithelhoursloflalgivenlday,lwhilelthe
dailyl graphsl(businesslorl240hour)Ishowlthelevolutionlofl trafficlbetweenl pairsl of NRNsloverlla
selectedirangeloflidays.0CurrentlyltherelislallimitationdofldlpairslofINR Nslthatlmaylbelselected.[This
isOforlireasonsitoldol withOthellayoutl ofl thel webl pagel andl thelreadabilityloflithelresultingll graph.
Figurel6.fillustratesfandexampleloutput.
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3.30CONFIGURATION

ThelsystemihaslbeenldevelopedlandiusedlonlthelTEN-340network.0Itlis0possibleltoluselthelsystem
onlanylInetworkIthatlresemblesITEN-34 [li.e.lalsetlofl ASeslinterconnectedIbylalbackbonelnetwork.
ThelrequirementlisitoldeploylCiscolroutersiwithlanlIOSOversionlthatlsupportsinetflowlvSlasiborder
routersfanditolhavelworkstationsidirectlylconnectedltolthelrouters.

ThelsystemlhaslbeenldevelopedlwithI maintenancel andlextendibilitylrequirementsl welllindmind,
thereforellalsetlofllconfigurationlscriptsithatlreadlalsetlofliconfigurationlfileslhaslbeenldeveloped.
TheseltoolsIgeneratelalllthelnecessaryllconfigurationlfilesdforlthel PoPIworkstations,Ithellcentral
processingliscripts,iweblpageslandicgilscripts.IFourlliconfigurationlfilesfareltolbelmaintained:

-0 nrn.config:0ThisOfileIspecifiesiforleachInetworklappearinglindtheltrafficimatrixOorflindthe
trafficlgraphsithelcorrespondentlAS-macrolorinumber,ithelrouterifromiwhichlthellinformationlisito
belextractedl froml andl thel stringll thatlidentifiesl thel NRIND orll networkl ind thel trafficl matrix.0 The

formattlis:

NRNICountry-codeAS-macro/number
router_name

example:
MJANETIMUKIIAS-JANETEUROIMUK
MARNESITS M2 1 07 MIIMIIIIITIITA T

ThelfirstllinelsaysithatltheINRNIJANETOwilllappearflinitheImatrixOwithOthelcountry-codelUK Ilthe
associated]AS-macrollisIASIJANETEUR OlandlthellinformationIforlJ ANETOwillIbelextractedlfrom
thelUKTrouter.

- router.config:0 This( filel containsl thell informationl thatl thell downloading(l scriptsl needl to
know.IThelformatflisfithelfollowing:

MMThostMMloginlrouter_name
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example:
MMuk-ws.ten-34.netldanteMMUK
MMde-ws.ten-34.netliten-34TDE1
MOde-ws.ten-34.netMiten-34MDE2

ThislinstructsitheldownloadinglscriptsitoldownloadlthelUKU0routerldatalfromithelPoPIworkstation
uk-ws.ten-34.net,OwhilelbothlthelDE 10andIDE20routerldataiwilllbellex tractedifromide-ws.ten-34.net.

- site.config:0Containslthelsetloflsitelspecificldefinitions,li.e.fhomeldirectories,llocationlof
toolsllandladditionallprogramsletc.

- PoPOworkstationlconfigurationlfiles.0ForleachlPoPlworkstationltherelislalconfiguration
fileDwhichlisOreadIbylalscriptithatlgenerateslalllthelcflowd-specificlfilesIforitheDPoPIworkstations.
ThelformatloflthelfilelisTthelfollowing:

MW Stloginthome-dir.OdataporticollectportlTZ
MTrouter_namellip_address

Exampleltrafficlgraph

[Texample:
MMde-wslten-34opt/ten-340876508 7640CET
MMDE10193.203.227.25
MmmDE20193.203.254.5

Thisllinstructsithelscriptltolgeneratelfilesiforide-ws,0wherelthellogindnamelisiten-34,Mthelhome-dirlis
/opt/ten-340andltheltwolportinumbersiusedibylcflowdlarel87650andl8 764.0Thelnextllinesltelllwhich
routerldatalisltolbelacceptediandistoredibylthelcflowdlprocessirunninglonltheliworkstation.

4.ICONCLUSIONS

AlsystemlthatlhasOproveditolbelverylusefullhasibeenldevelopedlandlisicurrentlylbeinglusedionla
dailylbasisibylthelEuropeanINRNslthatlarelpartloflitheTTEN-340consortiumlandIbylD ANTE,Ithelco-
ordinatinglipartnerfofithellconsortium.0Similarldatalwaslavailablelviall Placcountinglonlrouterslalfew
yearslago,IbutlthisimechanismlisinollongerfifeasiblelgivenlthelgrowthloflthellnternetlindEurope.0iThe
systemldevelopedisithelfirstlindEuropelonlthisliscalelwelarelawareloflandihasibeenlmetiwithlinterest
andlenthusiasmbyltheINRNs.

Therelis,lofll course,l al lotl ofll scopel forlimprovementl andl extensionl ofl thel systeml startingll from
applicationlstatisticsl(web,lsendmail,ltelnetletc....)landltop-100usersdstatistics,Ibothlofll whichlare
importantIforlplanninglandicharging.IMorellworklcanlbeldoneltolprovidelallargerchoiceloflviews
oflithelldata,laggregatinglthellinformationl onl al configurablell periodicl basis,lreal-timel analysisl of
trafficlpatternsfandiwelwelcomelinputlfromlthelusersfoflithisiservicelinlthislrespect.
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